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I Organization B Description IP address MAC address Usage Access Manufacturer &
O 1 Bobby-Longs-Pad 172.16.30.51 24:01:02:10:70:90 113MB  normal Apple
Hlatvork a1 (0 2 Brian-Tobins-iPad 1721630142 7c:60:82:d7:91:58 BS3KB normal Apple
Z:ﬁw O 3 Pad 172163048 70:de:e2:40:73:02 1458 MB normal Apple
~ O 4 Meraki-MarkefingIPad 172163067  bB:61:bB78:8d 3313MB normal Apple
icens O 5 PCCPad-1 1721630183 7c:6d:62:db:32T5 85MB normal Apple
Help O 6 Wison-John-Chans-iPac-2 1721630135 a4:67:06:99:dm:aB 335MB  normal Apple
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Network alerts

Enabled alerts Send an email alert if:

e A SE s ™ A switch goes offline for more than | 10 # | minutes
SR AEE # Configuration settings are changed

B SR &R

Packet capture

Switch:| 4th Floor - #4 - POE

Ports: Firmware upgrades
Oulput.‘ Downlead .pcap file (for Wireshark)

Upgrade window & Two hours starting: | Sunday 3| | 2am
Duration {secs): 30
e What is this?
Ignore broadcast: [
host 10.1.27.253 Firmware upgrade New firmware is available for your Meraki devices. They are
Filter expression: e scheduled to upgrade automatically on January 29 at 2:00 AM
4 PST.

clear output or | Start capture

KR SRR TR T RI B E 4 S

| Upgrade now |
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Security

Password expiration ™ Force users to change their password every gg  days

Used passwords

# Force users to choose passwords different from their past 5 passwords

Strong passwords & Force users to choose strong passwords for their accounts  whatis tis?

Account lockout

™ Lock accounts after | 5 consecutive failed login attempts  what is this?

Idle timeout

) Logout users after | 15 minutes of inactivity — whatis this?

Two-factor authentication @ Force users to set up and use two-factor authentication  What s this?

TR & R

Administration

Organization admins User Account status  Privileges Actions
E N — Mick Johnson (mick@meraki.com) Active | Full | Log out
access to all of your networks in
Dashboard Chris Hilsenbeck (chis@merakicom) Active | Full : ) Log out
‘You can add per-natwork Bret Hull (pwhut@meraki.com) Pendin Read-only +
administrators on the "Network- 9o L v 2 Log out

wide seflings” page under the

Configura tab. or  Create new user

Add an existing user...

ETRENER

Meraki Inc. change log

Time (UTC)* Admin Network SsiD Page

Jun 27 03:12  Mick Johnson Teleworker - Mick Johnson MX60 Firewal

Jun 22 1820 Mick Johnson Meraki Corp - Switches Switch ports
Jun 2217:26  Mick Johnson Meraki Corp - Switches Switch ports

Jun 20 23:31
Jun 20 23:31
Jun 20 22:28

Chris Hilsenbeck
Chris Hilsenbeck
Mick Johnson

Organization settings
Organization settings
Meraki Corp - Firewall DHCF

Jun 2021:07  Metwork Operations Branch - London - Switches Switch ports
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